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records in systems of records main-
tained by the Department that are re-
trieved by an individual’s name or per-
sonal identifier. They describe the pro-
cedures by which individuals may re-
quest access to records about them-
selves, request amendment or correc-
tion of those records, and request an 
accounting of disclosures of those by 
the Department. In addition, the De-
partment processes all Privacy Act re-
quests for access to records under the 
Freedom of Information Act (FOIA) ( 5 
U.S.C. 552), following the rules con-
tained in subpart A of this part, which 
gives requests the benefit of both stat-
utes. 

(2) The provisions established by this 
subpart shall apply to all Department 
components that are transferred to the 
Department. Except to the extent a De-
partment component has adopted sepa-
rate guidance under the Privacy Act, 
the provisions of this subpart shall 
apply to each component of the Depart-
ment. Departmental components may 
issue their own guidance under this 
subpart pursuant to approval by the 
Department. 

(b) Definitions. As used in this sub-
part: 

(1) Component means each separate 
bureau, office, board, division, commis-
sion, service, or administration of the 
Department. 

(2) Request for access to a record 
means a request made under Privacy 
Act subsection (d)(1). 

(3) Request for amendment or correc-
tion of a record means a request made 
under Privacy Act subsection (d)(2). 

(4) Request for an accounting means 
a request made under Privacy Act sub-
section (c)(3). 

(5) Requester means an individual 
who makes a request for access, a re-
quest for amendment or correction, or 
a request for an accounting under the 
Privacy Act. 

(c) Authority to request records for a 
law enforcement purpose. The head of a 
component or designee thereof is au-
thorized to make written requests 
under subsection (b)(7) of the Privacy 
Act for records maintained by other 
agencies that are necessary to carry 
out an authorized law enforcement ac-
tivity. 

(d) Notice on Departmental use of (b)(1) 
exemption. As a general matter, when 
applying the (b)(1) exemption for dis-
closures within an agency on a need to 
know basis, the Department will con-
sider itself a single entity, meaning 
that information may be disclosed be-
tween components of the Department 
under the (b)(1) exemption. 

(e) Interim Retention of Authorities. As 
an interim solution, all agencies and 
components under the Department will 
retain the necessary authority from 
their original purpose in order to con-
duct these necessary activities. This 
includes the authority to maintain Pri-
vacy Act systems of records, dissemi-
nate information pursuant to existing 
or new routine uses, and retention of 
exemption authorities under sections 
(j) and (k) of the Privacy Act, where 
applicable. This retention of an agency 
or component’s authorities and infor-
mation practices will remain in effect 
until this regulation is promulgated as 
a final rule, or the Department revises 
all systems of records notices. This re-
tention of authority is necessary to 
allow components to fulfill their mis-
sion and purpose during the transition 
period of the establishment of the De-
partment. During this transition pe-
riod, the Department shall evaluate 
with the components the existing au-
thorities and information practices and 
determine what revisions (if any) are 
appropriate and should be made to 
these existing authorities and prac-
tices. The Department anticipates that 
such revisions will be made either 
through the issuance of a revised sys-
tem of records notices or through sub-
sequent final regulations. 

§ 5.21 Requests for access to records. 

(a) How made and addressed. You may 
make a request for access to a Depart-
ment of Homeland Security record 
about yourself by appearing in person 
or by writing directly to the Depart-
ment component that maintains the 
record. Your request should be sent or 
delivered to the component’s Privacy 
Act office at the address listed in ap-
pendix A to this part. In most cases, a 
component’s central Privacy Act office 
is the place to send a Privacy Act re-
quest. For records held by a field office 
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of the U.S. Customs Service, U.S. Se-
cret Service, U.S. Coast Guard, or any 
other Department component with 
field offices, however, you must write 
directly to that Customs, Secret Serv-
ice, Coast Guard, or other field office 
address, which can be found in most 
telephone books or by calling the com-
ponent’s central Privacy Act office. 
(The functions of each component are 
summarized elsewhere in this title and 
in the description of the Department 
and its components in the ‘‘United 
States Government Manual,’’ which is 
issued annually and is available in 
most libraries, as well as for sale from 
the Government Printing Office’s Su-
perintendent of Documents. This man-
ual also can be accessed electronically 
at the Government Printing Office’s 
World Wide Web site (which can be 
found at http://www.access.gpo.gov/ 
suldocs). Some records are maintained 
under a government-wide systems of 
records notice, for example, Official 
Personnel Files are maintained under 
the authority of the Office of Personnel 
Management. In order to access records 
maintained under a government-wide 
notice, please send your request to the 
Privacy Act office of the original de-
partment or agency from which the 
component was transferred to the De-
partment. If you cannot determine 
where within the Department to send 
your request, you may send it to the 
Departmental Disclosure Officer, De-
partment of Homeland Security, Wash-
ington, DC 20528, and that office will 
forward it to the component(s) it be-
lieves most likely to have the records 
that you seek. For the quickest pos-
sible handling, you should mark both 
your request letter and the envelope 
‘‘Privacy Act Request.’’ 

(b) Description of records sought. You 
must describe the records that you 
want in enough detail to enable De-
partment personnel to locate the sys-
tem of records containing them with a 
reasonable amount of effort. Whenever 
possible, your request should describe 
the records sought, the time periods in 
which you believe they were compiled, 
and the name or identifying number of 
each system of records in which you 
believe they are kept. The Department 
publishes notices in the FEDERAL REG-
ISTER that describe its components’ 

systems of records. A description of the 
Department’s systems of records also 
may be found as part of the ‘‘Privacy 
Act Compilation’’ published by the Na-
tional Archives and Records Adminis-
tration’s Office of the Federal Register. 
This compilation is available in most 
large reference and university librar-
ies. This compilation also can be 
accessed electronically at the Govern-
ment Printing Office’s World Wide Web 
site (which can be found at http:// 
www.access.gpo.gov/suldocs). 

(c) Agreement to pay fees. If you make 
a Privacy Act request for access to 
records, it shall be considered an agree-
ment by you to pay all applicable fees 
charged under § 5.29, up to $25.00. The 
component responsible for responding 
to your request ordinarily shall con-
firm this agreement in an acknowl-
edgement letter. When making a re-
quest, you may specify a willingness to 
pay a greater or lesser amount. 

(d) Verification of identity. When you 
make a request for access to records 
about yourself, you must verify your 
identity. You must state your full 
name, current address, and date and 
place of birth. You must sign your re-
quest and your signature must either 
be notarized or submitted by you under 
28 U.S.C. 1746, a law that permits state-
ments to be made under penalty of per-
jury as a substitute for notarization. 
While no specific form is required, you 
may obtain forms for this purpose from 
the Departmental Disclosure Officer, 
Department of Homeland Security, 
Washington, DC 20528. In order to help 
the identification and location of re-
quested records, you may also, at your 
option, include your social security 
number. 

(e) Verification of guardianship. When 
making a request as the parent or 
guardian of a minor or as the guardian 
of someone determined by a court to be 
incompetent, for access to records 
about that individual, you must estab-
lish: 

(1) The identity of the individual who 
is the subject of the record, by stating 
the name, current address, date and 
place of birth, and, at your option, the 
social security number of the indi-
vidual; 

(2) Your own identity, as required in 
paragraph (d) of this section; 
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(3) That you are the parent or guard-
ian of that individual, which you may 
prove by providing a copy of the indi-
vidual’s birth certificate showing your 
parentage or by providing a court order 
establishing your guardianship; and 

(4) That you are acting on behalf of 
that individual in making the request. 

(f) Verification in the case of third 
party information requests. If you are 
making a request for records con-
cerning an individual on behalf of that 
individual, you must provide a state-
ment from the individual verifying the 
identity of the individual as provided 
in paragraph (d) of this section. You 
must also provide a statement from the 
individual certifying the individual’s 
agreement that records concerning the 
individual may be released to you. 

§ 5.22 Responsibility for responding to 
requests for access to records. 

(a) In general. Except as stated in 
paragraphs (c), (d), and (e) of this sec-
tion, the component that first receives 
a request for access to a record, and 
has possession of that record, is the 
component responsible for responding 
to the request. In determining which 
records are responsive to a request, a 
component ordinarily shall include 
only those records in its possession as 
of the date the component begins its 
search for them. If any other date is 
used, the component shall inform the 
requester of that date. 

(b) Authority to grant or deny requests. 
The head of a component, or the com-
ponent head’s designee, is authorized 
to grant or deny any request for access 
or amendment to a record of that com-
ponent. 

(c) Consultations and referrals. When a 
component receives a request for ac-
cess to a record in its possession, it 
shall determine whether another com-
ponent, or another agency of the Fed-
eral Government, is better able to de-
termine whether the record is exempt 
from access under the Privacy Act. If 
the receiving component determines 
that it is best able to process the 
record in response to the request, then 
it shall do so. If the receiving compo-
nent determines that it is not best able 
to process the record, then it shall ei-
ther: 

(1) Respond to the request regarding 
that record, after consulting with the 
component or agency best able to de-
termine whether the record is exempt 
from access and with any other compo-
nent or agency that has a substantial 
interest in it; or 

(2) Refer the responsibility for re-
sponding to the request regarding that 
record to the component best able to 
determine whether it is exempt from 
access, or to another agency that origi-
nated the record (but only if that agen-
cy is subject to the Privacy Act). Ordi-
narily, the component or agency that 
originated a record will be presumed to 
be best able to determine whether it is 
exempt from access. 

(d) Law enforcement information. 
Whenever a request is made for access 
to a record containing information 
that relates to an investigation of a 
possible violation of law and that was 
originated by another component or 
agency, the receiving component shall 
either refer the responsibility for re-
sponding to the request regarding that 
information to that other component 
or agency or shall consult with that 
other component or agency. 

(e) Classified information. Whenever a 
request is made for access to a record 
containing information that has been 
classified by or may be appropriate for 
classification by another component or 
agency under Executive Order 12958 or 
any other executive order concerning 
the classification of records, the re-
ceiving component shall refer the re-
sponsibility for responding to the re-
quest regarding that information to 
the component or agency that classi-
fied the information, should consider 
the information for classification, or 
has the primary interest in it, as ap-
propriate. Whenever a record contains 
information that has been derivatively 
classified by a component because it 
contains information classified by an-
other component or agency, the compo-
nent shall refer the responsibility for 
responding to the request regarding 
that information to the component or 
agency that classified the underlying 
information. 

(f) Release of Medical Records. Pursu-
ant to 5 U.S.C. 552a(f)(3), where re-
quests are made for access to medical 
records, including psychological 
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